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ABSTRACT

Until today, the personal information of subjects has been centralized in many companies or institutions. However, in
recent days, the paradigm has gradually changed in the direction that subjects control their personal information and persue
their self-sovereignty. Globally, individual data sovereignty is strengthened by the European Union’s General Data Protection
Regulation(GDPR) and the US California Consumer Privacy Act(CCPA). In Korea, a few alliances consist of various
companies are creating technology research and service application cases for decentralized ID service model. In this paper,
the current decentralized ID service model and its limitations are studied, and a improved decentralized ID service model
that can solve them is proposed. The proposed model has a function of securely storing decentralized ID to the third party
and a linkage function that can be interoperated even if different decentralized ID services are generated. In addition, a
more secure and convenient model by identifying the security threats of the proposed model and deriving the security
requirements, is proposed. It is expected that the decentralized ID technology will be applied not only to the proof of
people but also to the device ID authentication management of the IoT in the future.
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Table 1. Constraints solved by Proposed Model

Proposed Constraints of Previous Model
Model | ¢T1 | CcT2 | CT3 | CT4 | CT5
Custody
Model © © © ©
Federated o
Model
) CT1 : Data leakage from hacking
CT2 : Data leakage from loss
CT3 : Limited terminal (mobile)
CT4 : Revocation and Reissue since loss
CT5 : Interoperability
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Table 2. Security Requirements for Security

Threats in the Proposed Model

Security Security Threats
Requirements | §T1 | ST2 | ST3 | ST4 | ST5 | ST6
Network o o o o
Separation
Malware
Control © © ©
Data
Encryption © © ©
Data o
Integrity
Crypto key
Control © © © ©
Log o
Recording
Fraud
Detection © © ©
Z=V ST1 : ID leakage by external attack
ST2 : Unauthorized use of ID by insiders
ST3 : ID transaction history tampering
ST4 : Crypto key leakage
ST5 : Application tampering
ST6 : Unauthorized access
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